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2 : ^S-x— ^ 



1 

S»giJ^t&«fl^S> (b) ±EBfcSUTiH— ^BIBU^ 

( c ) ±EMSy # - F a n&ww? * ft»« 
KIT, -Sbfcf^i:, tnr«*6±E«SU*-KK 

*t b ttif- ^ 5=— vou $ n& mm m 

[W*JS3] ±Eit-h*X:/P^yim. »»J*— F 

ch *> . eh b fc^a^— ^ t- - 7)v § * #sa b t 

T, t^Df^ F7- Ftf>fi»<D^S**£T*£<l:* 
WfflL t~f& W#JB 2 E«S<£> MM* X jRf M 7j 5£ 0 

P^^A^ifBS^Dr^Fy-K^LTSiU ±E 

-tx^Dtyiffcoifl »Cct off -s^+iUT-^flfa 

^ 7^— yll&^m bT77 0, J^-y3>7 o D^7A 
CD jg » CD if pj S # Jl & z t £ m K i T 3 If * « 3 I E « <£> 

[■t#W5] ±E«M#-FHU ftli*^±Kf^ 

ittCfTto1t£ - £ *#«i"r*Hlf*« 2 K*<Z>tt*S(E> 
[«f*Jl7] ±EWM#-Ftt, 3£IE'«^S^»^± 

fTtoi*£ £ i tt5» 2 E«<zm#*<B»iK 



(2) #B¥7- 19 19 4 0 

[|»#9I8] ±E*»J#-FWU ft^"^^-X^° 
Di^yit£±ffE$E:7 0 P7^ F/- KtbT^ib, ±E 

PI * it - 1: 7 y° u -fe ^y It t ff to 1* ^> £ <fc £ # flK ch T £ HF 
&m 2 E*<om-*«©*j|R*Uffl*S;o 

7°Df7hy-Fi:lT^ib ±E*JfflffF"PI^att, 

- y°m m cd ft m m ps * it - tr x ^° □ ^y it k t r to -s- s 

10 i^o 

[■1*9110] ±E«8U*-Ftt, IHi^Dy^i 

ffFpj^a«. ttii^py ^j5«^^^^^-^y;y 0 

Dir yit^frtoi^ ^tS»Itn»*fl 2 !E«<0!t 

m^mi 1] ±E»»J*-Ftt. ^vyiszL*^) 
^±IBt7°Pf^h;-F^btfib ±E*JfflW5I 

is=L*=EV (D!§:^^it-t:X7 0 D-fe^y^t 
^fftoii"^ - <h Sr#«S<hi-^if *^ 2 E«CDst»CDg 

2] ±E»SU : f»»¥a«> iig'JT-^»^ 
^ pT# B^WKtt ^ ! J bit- tf 7 zf p -fe ^y it 
<^H#S:^ J*€T fc<k 0 iig!JT^«mx- mtt bfc - <h * 
^tcbT£§i*3! 1 E«cotmc«o*j|R*iJffl*S:o 

mt.~rz>m^m 1 Eis^w-JFai^iRiRWffi**- 

^ @K5B«T**iB«^»**T*»ffl^»«ttE1t«# 

* - f t bfe^ t ^wmtr^m^m i E«<otmc«o 

-f > ^ 7 x - X ^ J: 0 ft ^ b fc d i S «f It ch T ^> If * « 

i E«fco»mc«<o*«*Jffl^A- 

[0 0 0 1 ] 

imm±(Dmmmf) *mmu, nmmiz&^T, yy 

t5V7h!)x7 (KT> S/W) , »*^J4ft3»fl> 

A—F^xT (iy;T> H/W) \Zpm^^-^ 

AD- F**R<tfH/W-f >X F-^^^MT^^CD 

[0 0 0 2] 

#r?f¥3 — 2 3 7 5 5 1 IZU, h7>fvy3 >y7r 



(3) 



Wm^7 -19 19 4 0 



- if Mksy e> be m , 3- - if fp *j r & y $ ± x m » £ wan # 

[0 0 0 3] Sfc, fcfc*tf, »B 3 F4- 2 5 5 0 3 0 
l^. ±ESWtt* W y°u if ^ A^: Stt l> HS'J P — F 
A^\ W3.UT^fiyp^7A*£»^> -?-<Dir^ 

P ' — KT5%>0>T*£o 
[0 0 0 4] /0 

^ u 7=-^ :/P^A<hP-— if iKDBKSrx— 

43 0, □-*;w:Ht&tl'*iH/wt^ni:ftH[t«) 
U^V^^WT^ifWivX^Ate;, ftSH^x^A 

o.-if^J:oT> ffF"pI&<ffi3bnTbS'5ci«:B&±'r 
^>fc*0t)CDT$)^o — coJ:'5«cx> Ho.— ifcD 

#*£W4/V- K^x70>ft*&*tt, «»tSV7 

MM t U o V 7 h 9 x 7^ WE«»##§8#9 b&WS 
K^7x7 r (7>^:iEffiffl*S6±"rSiSJB3&«»So 30 

[0 0 0 5] ^(7)»W»4, Et±<0«t5&ra«^*»«fcT 
[0 0 0 6] mz, *3B93fcL H*©aKtHHifc» 

u — »— t^js-rawM*-- F**rs, w-fncH 

#OS/Wcdp— HO#JIS, *£W4«52«S<0'f 

[0 0 0 7] flr#ttfc»4, HTOIW**^W5, 
• *« (H/W*3cfctf S/W) <3?OTteU (Vy 

^f^o ICA-K->XtAS:*AU IC*-F + 



"6. ^n^St"S*iJffl»4T€rfel^tta**fP0 * 
M <D ^JE&m £ i/ X t- A £ **f £ . 

XCDflgi^ p>it;i/^> hil8501tJE*ttd^o 

[0 0 0 8] 

(b) ±E*8U^tra— ©ww^t* 
^a^-^-f— ^;u*«fift"«)Mi9J*— (c) ±fs 

[0009] mi^2%^m^mz\%m\%\% i (owmM 

#H^UTtf-ff«^vX^A«^^^r^^-tfxx°n 

[0 0 10] M*3B3IB«o*Mfc«*th*«<OKWW 
^7^S:«, «f*5l2lE«©«-J|L«o*«Wffl*aK:*v^ 
T, ±IBif-tfxyDir^if^\ flr-^r-^ 

AH>xl — ;i/f^<h^^tc, ±IBif-tfxypir^ 

[0 0 11] g»*^ 4 BB»<D»W *JE*J 

CDBBE*1J— t* xypir^yif ^CDSIf Kcfc Ofr^-fe^i 
^ -v ^flr- 9 "r — £ <D S^'tt ^fx7^l/77° 

[0012] m^msmmcDmmiz^nfwmcDMWM 



(4) 

[0013] m&m6mm<D^mte&%itwm<Dmmm 
m^m 2 mmosmmommMmu^iz^ 

T, _kfS1g:/P5r^ h;-F^SiFXD«hU ttinF 

[0014] m^m7 mmo^miz^mwmommm 

[0 0 15] iS*3R8fE«CD^0J^«^m-*«(D«iS*iJ 

& o 

[0016] m^m$nm<D^m\z%m\nwiowMn 

[0 0 17] l#*5tl 0l3«gCD»HJ^«^lt#«O«M 
*iJffl^S:«, If 2 ia«<afh**tf)jftMf M^fcis 

ir ^y it ff t> it «£> Z. £ £ W Wi £ T £ *> <D T » £ • 

[0 0 18] lB«0«WK«*W-||C«©*aB 
*OT7j5£KL B*3R2E«EOttl|L«co*JIR*iJffl^S;fc43 fl? 
HT\ ±X&6l?Ut>7 Fy-F^ + ^yS^^U i: 
U + ^y v^^^UO?0Mi§:^^1t--t:X > 7 o Pir^^ 

[0019] m^mi 2z&m<D5&miz&z>Et&m<DMM 

[0 0 2 0] 3IB«0»9B^«Stmc«CD*JB 
[0 0 2 1 ] Mf*^l 4IB«0^Bj^«^>ft@«cD«M 
[0 0 2 2] Wf*3Sl 5E«O^W»-«*W-*«©*ilS 

spjffl^sctt, iff*^ 1 mmmmm<Dmmmmjj^iz£> 50 



t#M¥7 - 1 9 1 9 4 0 
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^T, WW* — F«hU— tfX^Dir^/itraSrJfigo-f > 
[0 0 2 3] 

s /w0«A!ift^ 1 mm<D h&izvtmM'TMti: < . 

[0 0 2 4] W*^2K«6co«Kfc:*V^Ttt, ft^lco 

>^>X-rA£K >X h — ;i/**T#So 
[0 0 2 5] W*^3E«6<7)55WK43^Ttt, l+^IO 

;U CO !*l ^ S * ^ U - \z IBtt 3 IsSrffiJtT SOT, it — t: X 
fcs6cDTi7irXSrff "5i^S*^^o it-t:X^ 0 P 

>Xi§OB#, '>XfA* 6*- PjWK Q lit sn&»T 

[0 0 2 6] »*^4IE«6C!>»?8^*^Ttt, t^Df 

X^ACD^CD-fe^U r^flv^yt^ 

»(7)pJ5^^a: >y ^ b, f(7)77 0l J^y3 >7°D^7 
A<7)P-FcDfFpJ^#^^cOT, i^J*-F0flf- 

[0 0 2 7] W*^5lB«(D**^*^Ttt, S^Pf 

[0028] m^memmommz&^Tte, kx°p^ 

$>^<^#, it-tfxyp^y-tm, flf-^x-^ 

[0 0 2 9] «f*«7 8B«<D55Wtr*V^Ttt, «7°Pr 



(5) 

[0 0 3 0] Mf*^8IBIS(Z)»W^43^Ttt, ft^Pr 

[0 0 3 2] Bf*3Bl 0S3«O%BJ^43^Ttt. S^P 

[0 0 3 3] BMSBl lIB*OJ8Si:*^TIt K^°n 

[0 0 3 4] Wf*3»l 2ia«6©»W»-*^Ttt, ft» 

[0 0 3 5 ] BfcRJBl 3SB«CD%0J^43^Ttt. SJSU* 
-FOft^3EfrK:KbT, SM^^coilff^^i: 

[0 0 3 6] 4lS«05SeBfc*V^Tti, WM# 

— F£* ^D-t^ytM^lJl^cT) I — KtL/T, ICA 

[0 0 3 7] l SfSttofgHJtc&^Tte, y°nir 

[0 0 3 8] 

T&£ 0 1B«8»J#-F, 2«tt7°nr^ F/— F*K 

aibfc^a^-^T— 3^+rLU^^^a^ 0 n so 
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ttsnfcfiisijoMiaim 6 f u -^/^-r 

5\ 7 tiS VP W—fc:X:/D-fey1» , 8«^^a 
£K> 9 teSffiiMtJm 1 0 fcm*«&#ti^ 1 1 

[0 0 3 9] WBU#— F 1 Uteft^D^ hy— FSrIE 

t7 0 ar^h7-F4 (t7°y3>©H/W, MS/ 
W) <Z)«JBrI§, ROTiSfOr-^^A^T^ 

^ffi*3VuB&±a>** "fe+^u^^*ay°D^^A 

3A*fli*SftTi5tK SVP7Bfir-^f-y;K 
©7^-fe70R »BU# — F 1 fcH*OJHBU : f 
tffttfftS&^o WkSU*— F 1 ^0>»BU^<&«E-&**i 

£o U r>f f i^O ^ 5 A 3 t S V P 7 ttBgiJf 

mm&m^ tta u f >r ti^p i'? a 3 ttjtssft 

fciWT*aoTSfctl'Jlit»tT©*KJJA- F 1 

[0040] iigij^- f i ommomm^mmmmit 

fcRttShfcflJJOlWiJf GfctAtf* CPU- IDS) 
P^0giT- HJco^S VP 7 fCiOBISU*— F i 

[0 0 4 1] COftfP*H2«:ffl^T»lWi"«)o S/*^ 
Afe^itfBl^yXfAOP>7^ i/U— >*«-T 
^">^;^Ddf5AD»-F*fT3IR, S#WIS^FF 5 , 
WW* — FU — tf/^-iZ 6, t7°DT^h/- F4t 

SiJ^ fc<D««E*-fe*:x U 5V f!7°D if 5 A 3 *JflV>T 

frttv* (Si) , B^^n^ttnti^-CT, y7fA 

fc*6±tf** i tTS (S 7) o 
[0 0 4 2] i^tn&i^ (S2) , yXrAOa 

ZytJl/7°n^7AD-F^T^^ SVP7^0P| 

<D*^nT-^ F/-F4©«ManI5 (S3) , 
(S4) *«»J*- F 1 Oflr-^f-y;^ 

*ttP— FOff-5 (S5) e :^fx>^!:fif-? 

t-- 2 fcje* S tifc-T 0t7°n f^h/"H: 

^^TfTl^ (S6) , yXrA^ii^o 

[0 0 4 3] *tH3Sffl^T, OS {-t^V—^^y 
^yy^"rK) 4 1 Ot>iT?»< T^iT—S/a >zfu{f 
7A42 a -4 2 n*^je»*tlS»'&05 1 xyi7fC'r>^ 
Tmm-TZo SVP7?:IIT, F 

|^C0n."lfy o D^^A^^rxLU^^S : aVT^^>4 1 



fc, S VP 7tt»l»*£<D»««1iB*j#^o aPSiftft© 
i9H 4>#|§IiRl 1 SriibTjSR5^e>C0®« td<fc 

[0 0 4 4] ^O^SS^jO#3ffl^-3^T> £TF^ 

-y>4 1a^SVC (X— A-A-f If— 3— ;W -f > 
? 7 0f i y ? f A 3 - ;i/TfiiTS 5 

[0 0 4 5] £T\ yXfA0|ll(:^^T^^)o 
•CPU- ID («f*#^) fcttfcteofc I C#-F^ 

• OS^ I C#- Ff:^»$nTt^fIr-^r-7 f 
J^IML, *oft$i:ffioTft^nfi' by — F<h 

1 ) I C^? — FC*40S;t->?a >*tog L xyi7fc 
ck £ 5^ X A CO \L % ± CO pJ § o 

2) I C#-FK&£ffiJB£fr" nTT£S/Wi<Z>^:cy 
^7 S /WcOjgftcO pjgo 

3) I C*— KfcfcS^X^AS/W^JfflRlffi^Wai 

4) i c#-Kfc** rraRpfciffifflT******^* 

(*£V>H TCP/IP0tiU>i7» J £C0^:r 
^ # fcl cfc £ CO pISo 

5) I C*-F^$>^» D n pi7^Xlf?g^t)ch^<, ln a p 

6) IC*-Fi:*^)S/W^A-y3><h0^x7^ 

[0 0 4 6] ItlSli S/WcD^FIEffiffl^K5±r^g 
WTfT7^\ 6) ^ffiS/X^A^^^^vzL-il/O^IE 
Tin K-SS±SIWtt &fccoT&£o Z.<Dz/XtJ±-C 

^—7°) DAT (t^^M- X^^-^— 

>X 1 — ;i/T^>o OSfffi««ll MTft$5^liDA 

[0 0 4 7] I C#— HcDj^Ufcift* 
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[0 0 4 8] [ I C*— Ffc:»#&trr— 2^1 vXtA 

(1) PIN (Personal Identi fic 
at ion Number) 

/0 P I Nil jfiJfflt{|g#^T*0, £<D^Jfi#|T*l f> 

xfA8i«*ao i plp#k:p iNttfti^^i^ 

U ^IMjy.P^cO I P LP#klP I NSl'&TSc IS^^n 
fcP I N<h I C# — F^gf$n&7y>0fM^S: 

— if««JcRfrt6tl&AD F (A p p 1 i c a t i o n 
Data File) CDftSfclfie^ T*aS*<MSfc:» 
f^nJ5#«ft3esn, ^jEcO^tc^ii^-FTODvX 

(2) ICS- FMfcBUtif* 

I C#— FMffiUttfSitt, I C tf - F CO H / W'if m 
^'JCDlS^Si, ICA-Hg#0A-y 3 X IC 

(3) o.-if«aw« 

3— 1fflf3D/B (Jg^ax— 37^ — X<tt>P¥^) s 

(4) ADF (Application Data F 
i 1 e ) 

ADFtel C#- F<oa— 9*««S:T^"feXT*IR^ 1 

DF« (Jt5tSnfcADF- I DK»JtKT*««* 

"T^IRfclH APW (ADFSO/U7-K) ch7^7*t 

[0 0 4 9] ADF«C»tft, 
^ *W4ADF(D*efflfli«0*31tOS(0« (A-^JV) 
(Ofei:T»J< S/W (j^-^S*S/W) OSSSrfT 

(1) AD F»©«ffl*«f IflWl : *AD F«0«/t 

(2) S/W*a«* : S/W<D«31S:ffV^ S /WgiJ 

co(s«. stmmi&B, mmmwi, «^^js> Sp d p^7x 

^ 0 |6^W, 77h^x7ID«V7b^x7S 
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[0050] Ex±m^x^tc^mn^mxx^^(D^m 

To 

[0 0 5 1 ] ft^H*#l 0OCPU-ID (tt 

Ttt*#:*^tt, EI8 ^^TJ:^^S*S{*rtc7)S VP 
Fftfcteifft£*iT^5o ffi(D*itbTW58tt 

[0052] &c ^mMvnmmmttiz&rt&s 

/Wfl^^l/^lHSt^c IS9teS/W^S*lt££:^l 

1) I C* — FffrS/SHEfci'^ 

(1) 9S#9l*3« (S 1 0) «bt, H^-^-X 
3 **rit/X«f"T* (S 1 1) o 

(2) *l;S12t*^ I C^-FM?g3 0 2 
£^T, 3E«rSnfclB*x-^^-X 3 0 3*>S I C 
*- FtDffrS/XJESrfri- I C*-h f ffjS?g3 0 2 
tt, I CA-HI:HtSSVC^>^7x-X 3 0 6, 
% — *)V3 0 4 SJB^T IC^J- K0READ/WR I 

TE^frio 
[0 0 5 3] 2) n.— if^?->>TCDl&f^^^V^T09S. 

(1) I PLPf, flfiCD-f -vt -yVDi/^AlClSS 
WtT I CS-Hfxy^^SS 0 7*«*ffSn, IC 

fT^o I C*- KOrt«fc*3E*^i;&«-&fctt-tco«R 

(a) §i77Wtt^tlTl^^? (S2 0) 
«F*^9^tt I C*- Fft©W«Ttt&< OSf*jgBlcJt 
o1f?|T$)^o ^(7)77^^f^C^:i:J:^ IC 
* — KOfxy^iil/TtTOV? h«Jx7S»Kf 

(b) jE#& I C*-F*J8tSnT^S*? (S 2 
1) 

I C*- F^(&7£-fe*#*X7 — (I CA- 

F#&#sftT^&vMi^*>^fr) svpfVx^3 1 

)l&Wt&&& (S23, S24) o SVPf>fX^3 1 
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^ffT^^ffi3fi^:-FTa:^±^^ (S23> S3 
3) o S V P x >rx^o««^ 6 5i^±*^ 

TVifc«'&^tt*t5a ; E-HT3i-&±3&«S (S2 5, S3 
3) o 

(c) I C*-Fl^0fif-?f-^Mi^M 

(S 2 2) 

io it CPU- id, os^s, osiss <n— 5? 3 >££ 

*^^KS • MS^7Xe t c. 

(d) m&&fo1£GMT—9T—7)V<OiE^&3 L =.vi7 
(S 2 6) 

ADFCDjfOAPW (ADF#C0/U7- F) LM^'t 
ZTctblZ, Wa'Jr^ f!7°D^7AH IC*— F 

if^Aii, =3>v-;i/^^A^^n^/\ o x t 7"FchAP 

tt, I PLB#^>yfe— >?T-€-<OB*aft]"f"* (S2 7> 
S 2 8) c 

(e) m^/vfzmmy"-9^-y)V0^=EV±0 I C 
*-K**t-^3 0 5^»« (S2 9) 
Wifibfe (d) 0fx-v^^OK-r*ofci^ IC* 

C*-H1f#f-^l/3 0 5^»nc IC*— Ffi! 
$g^-^Jl/3 0 5ttj^ : £U^>y«¥T«gc^n^^ct'5 
«?0 WF^t-TS. MMib/t (b) (D&m<D I PLBf^ 1 

£ (S2L S23) I C* — F 1*3 CO 

flf-^f-yMSVPfVX^ 3 1 1 
(S 3 0) o 

( f ) I P LHJ^^Sn^ (S 3 1 ) 
Mmisfc (d) TjE*tW»f3nfc»-&K:tt, ^^u± 
CD I C*- F«f«T— ^;i/3 0 5 CD I PLEHRKl lira* 

[0 0 5 4] (2) IC*-K?xy^¥ft3 0 7<Dli 
fP^iOIEIIf^^^AtWWSft&W^ffl*© I PL 

40 &mnzn, m£&s/w\$^ommmsJCF<Djjmz£ 

oTOSKiseiiRffxy^SS^ §8*9 S /WO* 

;l/ (IPL^Zyt^ff) CDftf^CD^UT, OS 
*lit5SVC^>^7x-X3 0 6 ^17*^ 

7- a n — ;]/ *i*^o y— v;i/U^— > b fcM^Ek 

^ttX5-*E7*«. SVCl'>^7x-X3O60 
F> I C*-F1f^-^Jl/3 0 6 t 

£0 fc, ®»jIe1^:^*^>FL^^S/WMp d p^I8LT^, 



(8) 



-19 19 4 0 
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^<D*5S£eA£3i»*>s*ro -n^o, ipliv 
^ 5r- y ^ * cd ^«ekjhjp: Kim j* a n* . 

[0 0 5 5] (3) IC*-K0fIf-^r-^4 
^^^t^flr-^f-^W^^iSgS 1 0 (0 9 

[0 0 5 6] ^l:7yU^-^3>^D^7A*50S 
VC-f >^-7oi — X 3 0 6©fiy^y^fA3Hl' 
( i s c h g e d) ^O^TKHJT^c #S/Wte, * 

®*o OSC«t5 I CS-Piir-^tWiy^ 
IttfrU X7-U^->bfei^^s?:^^t- 

1 3 ^^to ^^x^i+^—jifinftfmzfi&mpftu, 

l) -f nv'-v^-flf-, OL-if^^ifiSEP^^ffiit^D- 

(1) fiy^^rAn- U >df • ^> 

fc£x^\ &T<0J:3£:*><&T*£o 
#include<charge. h> 
int Ischrged (prdctcd, vers 
ion, classp, cntreq) ; 
int prdctcd;/* 
char Aversion; 

/ 

int * c 1 a s s p ; /* fipp^ 7 ^Xffi'xCD^-f > 
int cntreq; / * JgBjIIISc;*/ ^7 > hW&y 7 

int nomsg;/*^ yt-y^R75^*/ 

(2) ^7Aa-iKD»IEI:o^TRSt 
S 0 p r d c t c d^$tefip D n^ - FOv e r s 
i o nTft^^tlfc(ScDSip a p^\ tO^fAfcfi^T 
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[«2 6] |fffBifegiJ^««> SSK, HtffB^-if-^^T;l/T^^ 
btil UT ^ 2. i i & u <h^#ltch-rsi**li2 5 ^|B«0) 



(6) t#S 2002-518720 

[Iff ^5! 2 9 ] fiIfBiiBiJ*MWu MIEo.-if-^'r >h7T-yh^LT 

ttrfB^ y h «7 - ^ ^ bx ^ s m a £&*rr z> tz. <d z\ t t. 

3 1 ] fufE-fe^:xU5V • ^O/H^l tufE^-lf-OMfEM 

8HK5t & ^ tJ If # TMfE^--if- © 7 ^ -fc X *i £ K^TT £ Z. £l Wl t. 

T Z> Iff 2 1 \z fZM <D i/ X t" A o 

^ vv-z • u y-x^cz)y^-fex^^^-r^>^<h^#mt-r^>8f^<ii3 2 \z 

T , MfE X x W\ © 7 ^ -fe X £ jliR W ic *J Pit" £ %> o T , 



(7) It* 2 002-518720 

MfET^-feX • l/^Ul/^^tHf $§^X"^T, ffjfBx>-T-^ 7V ©ffrfS^T-f 

— AO^ntX fc&LTteS 1 CDT^-fcX • I/^U^ffiD ST, ttilBU^— h • 

[i^S 3 6 ] MfBx>:r^^«> MfB n > tf ^ - ^ • -9— A±THfr 
ftrfBx>7"^^^ffl(Z)T^-trX • i/^;i/^jiiR-r^x^^^«, X^U7°hS:M 

3 8 ] ffffEx>^5^ te, ^D + i/©yntXT$l3, MfEi!> 
fe< <ht)2o©S^§7^t7 • l/^;V^£MfEx>-x^7Vffl<£>7^-fe7; • 1/ 
^^IKn^r'^H WfBo-^;p • •it-/t©7D-k7l(:Ii®7^i! 

X- l/^;V^f'J0 ST, 7D + y©7D-t7>fflHl2 07^t7% • 1x^UV£:f[|D 
iT57f7 :/£^t? £ £ <t-T £ If J&R 3 4 ^fB«C077^o 



(8) 
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[0 0 0 1] 
[0 0 0 2] 

gtffi<£>3 >fc?;x — ^ ••fe^^-U^-^ • ~>X^Ate, rL— tf— <7)»f&SI^ (cred 
entials) tCfc T#iL £ tl^fr" nJfcS^T, * y b V — & • U V-7^©a 

/U^E— h (mobile/remote) a— +f- AP fc::*:#&lK5H££SI fttSo 

«\ ut- h • • -9— A'fei^ >?—*y bommmz, n.— if— # 

transparently) 7 Z^TSt £ Z. t £ nJIEfcf&o 
[0 0 0 3] 

^©Mam;£:i~1f-&£y^y h7-^3rff (fct^^tt, £it) COM 

[0 0 0 4] 

v i -s £ ^ & £ m , izm « © $> % ^± © $k $ ic 0 b & v i ra k# c £ 
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£ & \t £ 5 \z , lift ifefH-x- ^©t+aUT^^btl^. 
PSD, K^t+aUr^il (security mechanism) U ; E— hd* & 7 r-f 

[0 0 0 5] 

"Jt- h • y^-feX • it- /I (RAS) :te<fctf'f>^— *y h 
[0 0 0 6] 

*y bu-y • t+a'jr^ • ^x^A^ct^s^aiftTs. mm-i, a- If 

irXf-SteJ; D WS£tl£<> fiS'JMi (discr iminat ion mechanism) u — tlJb 
. ZL-if-, -f > h • ^--if, :fe«ktf^f T)V7v7° • If— *SVs 

^--^>3 Wa'Jr^ •yD/H^l o^r— ->a >43J:to— 

if— <Z)»^fg^£^tHf?B£X^T, -^©^l— if— fflT^-feX • 1 — 7>£19: 



(10) 002-518720 

j£f S -3 T, -e©^.— tf— ©T^-feXtti^ffllifr^o ^111 (enforc 
ement mechanism) \Z, *<D^—tf—<Dft!&\Z&l£2tlfcT& J tXtii&tiimisX 

CD [WJ CZL — +f — CDfgM fcifWEtt^ 7 D -fe 7, * S * 3 o & £ b ^ fffl|g# 

[0 0 0 7] 

ffi © B «J £ «fc f 'J M. \t , 0M^#^bT^$ns^cDM75;ra^^HJ^^^ 

[0 0 0 8] 

(Dmw-T— ust&ifcwfi &mmvt^% 0 



(11) 
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[0 0 0 9] 

22, *«ttX5!LS3.— y b (processing unit) 2 10fcft0'>XfA^ 

E'J^i^cyXfAi^i^tSyXfA • /U2 3 £^fr 0 5>t; 

tUil i^Dfffl^t'J (ROM) 2 4*J;tf7>^A-7^tX'^ ; E , J 
(RAM) 2 5£"a-& 0 !*Alii*yXfA2 6 (BIOS) ROM24ft 

m&%nm.^&(D\z'i9t±LrDm^m£)v-^y^hj^^z>o n—v±)v- ny^=L 

&/ufzK)TZ>fc£><D/\— • h'7^^2 7, UtO^boTtB^: (removabl 

e) llrVX^ 2 9^e>^mbfeO*^3i^t9-r*fc«6©^^^Xd7 • 
h'7^^2 8, :fe«fctA CD-ROM£fc^l07^»&£\ M^bRjfg&Tt 

2 8, ^cfcu^texV . H7^7^3 0tt^nfn, a-Ft-Vt;^ • F^-r^ 

• ^f>^7x-7 3 2, IlfV^^ • • ^>^7i-7 3 3, 43 «fc U 

ftp?'*? ■ ^>^-7i-73 4\z£-oT J tn j £nyX : rA • /U2 3tii 

$ nx ^ « o f ^ -f :/ t © mmn n^ntzny\isL- &m&m. o Rit 



(12) #^2 002-518720 

X^, — f «*-hUy^ =yy^K • T^izX • (RAM) , i 

^Offfl^^'J (ROM) fe£<ZX n >t°^-^fcJ:oTT^-kXBTf^ci;7 : — 
^ £ # § ffi CD ^ -f 7° © n > fcf - ^ f% 0 pJfg&&£#: $1 <t L T cd 

[0 0 10] 

t^l/-f^>^-y^rA3 5 (ffiUOTindows NT), lO 

;i/3 i &&j$'7uV=>& • ^— ^ 3 8 ^mK^co^a^A • tya-Jl' 

> ? 3'fXf^7^< 7*-A • /ty H, trM h'T^f>a (satellite dish 

teflUl^UTJl/AX (USB) &<>:C9ffiCD-f >^-7x-Xta-3tgi$tlT 
£ & £ o =E-^4 7SfciHfi0^^7*O^T/H7fe*fe, t? ^ • 

7^-7^4 8/^^fcD^ >^-7i-X^bTy7fA • AX 2 3 £&8ft£*lT 

U7°vy?f££<Difo(Dm%iitit)^/^ 7s (m^-trf) £^tf 0 

[0 0 1 1 ] 



(13) . $#X2 002-518720 

• u>\Z=l — &. if— A, ?-yh7-^PC, t°7 • f/H X (peer d 

evice) ^.fztefflKDj^M^ v V U — Z? • J — FT$> D , HMfcteA 0 - V^-;P • 

^^EU • X hi/— V • 5 0 (DZhfim 1 fc^^^T^S. 0 1 

^ffi^n^fiaSMtt> D-*JVX>J7-^^h7-^ (LAN) 5 1&£7J\£ 
^^h7-^7 (WAN) 5 2£"a-ty 0 h7-^ftiittt7^ 

[0 0 12] 

KteU h^-^ • -f >^-7x-X^fdS7W 5 3 SjrlTD-*^ • 
*y h 7 — ^ 5 1 IzW^fl&o n~VT)V - ny\±=L — $ 2 0 teWAN^y h 

[0 0 13] 

$:^T -5 T7&& iWy77A Ji#^ n £ „ fc^AH u—fDVtz&'&teuf— 



(14) 
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[0 0 14] 

$l£bT, a 2 Hi- tf— # (n— x^>> (It^Bj) £"e7&) 

(0 1 ^TK^tlfcJ;? £L AN 5 1 ;fc<fctf*y h7"^ • -f >^-7i-^ 5 3 
&£) D-*;HU7 • *y h7-^^^bT3>ta-^ 6 2x~6 2 n ^Sl 

X • it- A 6 4 !~ 6 4 n ^MU $ b £ffi©:i-lf— te{K&Wfr*&l*l*J (V P 
N) 6 6 ^LT^ >*—*y h^LT»5«^^l). $^t:^®i 
— If— tttCDlSoUt- b • • -9— A (fc£;U£6 8i~6 8 2 ) £ 

[0 0 15] 

^^hy-^ • u v— x^T^-fex-rsfefetc^L— tf— 

^fF"5j^n^T^-feXcDl/^;i/«, j^#©:i— if- Lfc «£S#J&) D^r 
-y3>Cft#t§o fciA«\ LAN 6 2 ^^LTD-^JV • 7y>6 0 I: 
WtWi^ntc^-— if— £ te5n£fc 7 ^-fe 5*1*;^ U^E-b -^7^7 

6 4 1 £^Lfci— tf— £W:^< &^WK##0*S?iJ, R A S 6 8 i, 6 8 2 , * 

[0 0 16] 

l t vi 3 £ n 5 mmiz. mm^t & ftizm&rzufe < , w^i o =y a ^ -r 

^r—>3 ^SSirrSi^**. RAS6 8 l4 6 8 2 ^7^7y 

y • jl— tf— te, T 1 ii^bTU ^E— h • t7>f^ 6 4 1 TiitT^5i 

— tf— J; 0 fe%SW^m«IK:*ViT«iavi pjfg'l4^ab^^\ ^ T;i/T 7 7°-^ 



(15) <ft*2 002-518720 

WSiS^te, ilM^O^r-ya >(Il«LT^< £^<D»jfE£T& 
[0017] 

p/r— -> 3 >gfcgij£^frt*5fc&f;:, if— ©Dy— >?:Iit^t 

$n-So ii/7°nt76 7n i -D(D-?^ymz-n^^^MM^\M^-^^ 

(DBite&WMff&Zo m I (Dmm\z^ > ? — * y b • D^r— ~>a > • tf-kfX ( 

ILS) 6 9 tfc>^T:fcD, W\(DMWlUM*<D&tr—>'a>lZ^&S7 7^'7> 

its, ^ch, t:s^^T^) 0 <^^»&(D^t>;i/-^^ >^mm. &£z$wm 

[0 0 18] 

=L— if— ^{slT't^O^-ya >\Z^££l,>frE5fr*®:fe~§-Z>Bl (I L 

s) jjmz* mm 6 7^\ ^©;x— tf-^u^— h • y^-tx • if- a* (ras 

h • 7^t7 • it-yt^^LtilbTt^fflir^Wl foa- tf— te, U^E 

- HTMtt^U Dffi^o £©@ 130Xf77°3OOt:J:oT^ 
$n^J:^t, RAS^'JE-h • n.— tf-CDO^t>^ISiE-rS«h#, RAS 
fct;x— tf-C-f >^-T-7 h • 7°n b=Ul (IP) 7 Fl/XSr#JD^T, ^cdo. 
— tf— 43«fctX I P7F l-X£r ILS W *y h • n^r-^>3 > • If— t:X 

) 6 9«t5 0 0 3(D»ftnBIt^TJ:-5 I P7 Fl/X^' I LSfC'JXh 



(16) 002-518720 

^t>LT^SOt, Mlr^^^o £CD£5&P-— if— ^CM^M 

7°3 10) &£CJ;oT, WRl##(DT^-bXS:#^.^nSo 
[0 0 19] 

b^L, P— if— CD I P7 I L S 6 9 faTRAS IP7FVXtl 

TUX h^ftT^fc:^*^ -^cdp— if— Mfbfen- #;i/r&fc<{iSg%>T 

#&^o ^ibT, O.— if— ^3 — 07/1©RAS1t-A^bTD^>L, 

^m:^lTCharlotte (/— X#D^:f) FpW >^7£-fe 
XLfc^, Charlotte RAS I LS«^0D-^;H LSil'J 

S 6 9 \ZV 7s h^nTVi&^PL— if— t^ViTteU 3.— if— OD^r- 

[0 0 2 0] 

3 0 6T'i^$tl§ o '©IP7FI/7^ n — 7^;i/ • V->>^J;^TffJD 
e>ttfcD {fjWT^£ I P7 KI/XcDfSHftfc&^ii'^ if— «d 
-#;i/T?«&^o bfdbt, Xf^7°3 0 6 7° DizX 6 7 

£ c b^L7 Fl/X^D-*Mfl^T^§ I P7 F 1/ X CD 16 B fat 
P.— if- \$ U — 77 « JoTW^RAS^ UTii bT^^f, Vtz-ifi-D 
TffT^So ^l(Z)J;5^P-if-^«> i^T^M(c|^0J$tlSJ;^^> p- 
if— [:ii"Cf^7^tX • l/^;i/^#JD^T Uf77°3 0 8) , ^T^cD 

3t cd t x -t x # # ^ n o 

[0 0 2 1] 

SMcDfc^cD^^;i/-^--r >^ • /\°x«iJ--/ N vic{M pjfg-eafe t) > i^fztf-o 
TD^--y3>«niti:, T^-fex«, P-— if— on^rv tA 



(17) 
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y- a >»J©ttff < D , T&;b*> , ft fIT # £ I 

[0 0 2 2] 

ifflgttjfi^j^;i/-^-Y >^$n§^^T^D, rt^o^#tt7ci^«\ fz 
s-tt— A^-f >x h— ^-c^&^j;^ ict"^^-> &£t&3o 

[0 0 2 3] 

— if- 7^fgM bTl^O^r-yaX; HIT £ j^JPO P *r— zs 3 >fif$i J&f ^> 
S5Hf*n?1t— ACJ;oTSijD^T6n?.uit)Ttl) 0 R A Sit— £ IZU 

#t"T^)ffifC> F^-f > • it-/t^*3V^T^iffiT^§ I P7 Fl/^ISH^Ii^T?) 
<h, Bi#Bt^ I L S 6 9ttx^ ^T^J: DB#M^7^£>&^„ ^0Ji 

>^co^o— A;i/fcy Fl/XOr-^^-X, ffiTt^7 F 0 M5T*3 

ct^^^— h^cn-l' ^"a-tJ, 3O0i^©ilM[:^§: 



(18) ft* 2 002-518720 

33 

Bj§ <S> 7^ T $> 5 5 o 

[0 0 2 4] 

[0 0 2 5] 



mil 





u *r — v' a v 


I PT Kl^WtfSffi 


ffH W^/V 2 
ff^ U-^/V 3 


R A S fp-51,3. — if — 
R A S *S£^ — if — 


111.22.0.0-111.22.255.255 
111.24.0.0-111.24.127.255 

111.24.128.255-111.24.255.255 
111.25.0.0-111.25.255.255 



[0 0 2 6] 

Mitt, 0 4{Ja-1f-^RAS^-;t (fc<hA«\ 6 8 2 ) 

KUISSf*^.— if— lio, SOOS/ife^'f^St. Ii®a-if-«RA 

s tisi^tis ^ 7 ;k > t ^. ; i i; o x , u^e-h • 3>t o ^- 

^7 O^RASU- A* 6 8 2 ^ilb> ^ 2 © 3— if — O y 9 

if-lffii&o«K#^^e>SM-rs. *«J©2 AorL— if— ttg^^^AO 
fpRj$n7cn.-if— H i:*^3Sf S3-— If— 88SESr#-rs^ H 3 cd^l- 
if-«fFnT$n7crL-if-T$)Si^l%-r\ nh^LTgibi^tbt^ 

, lift ID7 4^1T> >tfo. — ^<D«gg#^-S:*5£-r-5, * 



(19) 
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SBf^ffif U^E— h • 3>k°i — ^7 0 X <D3-— if— {C*fbT, *McD«fg# 
«fS#-ff fc: £>?\ h • a.—- tf 7 0 3c fc D fe^&T^-feT^^f £ 

•Tjl— tf- • n>tr^-^7 0 X «, A 7 6, 8, 

OtT^tX^ttl)^ by7° • hif- A* 8 2I:« 

— 77> h^y • 9Vv h • 77^fJHt£0RASiI^lTfc7^tXT 
[0 0 2 7] 

£>tl^>77y££^t\ Fili:bTCD^!tl|ll^^^o 0 5©XT7 7°5OOT*a-tf- 
j&Sn — tl)V • ^>>6 0 ^UTilbT^Si^ 77-7^5 0 2T4f#Il/^ 

f§gtl/^;i/^K^T (8B#tfJl£) #JD^Te>tXSo b^U D-M'7-» 
^^LTliLT^ifel^^ 7°Ut7/il7 USE! 6 outtt'J^ 

- hiio^-f :/^§ijD^Tsnfc 1 P7 Ki/x^btiii/^^^Mts 

o HI 6 O^fy 7 70 5 2 OTOL-if-^^-rT^T^^M^^bT^MLT^fj: 



(20) ' 2002-518720 

nfe i P7F ^xn d— • -r > h7^y h • if©fe»e)tcft#snfeT 

is Mt" § © v > -f no* t? & s ^ <t ^ as s n& ii o 

[0 0 2 8] 

§ t^ffl^flfc*^ X^yy°5 2 0 «XT7 7°5 2 4C^Kt. SM^ff^tl 
T^5S^#^^^t5. ^c7)'|f|g«^B¥# I DIM7 2^t*^lTOT 

y ^ $ n & Hi b £ , & m t # & v i £ <d # a b t. & m % u t* s n us # * & * 

Xry7*5 2 6tiXfy7*5 3 2H^t, -?r £ I P7F1/XH RAS 
[0 0 2 9] 

KJ£ <D mmx* ^ny-y 3 >iLT £»Sr * * A* £ "5 £ . 

[0 0 3 0] 
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y7°5 3 0«X^^y°5 3 iitl P7 H^Xtt^H?M3>tfj- — 

$tlTt/^i^^$tl^:^o/r«^-> X^y :/5 3 0 «7f7^5 3 2 t^Kl 
, £ £T I P7 H VX«RAS*^li:x-^-l5ffiftT§iJD ST^W. n^r- 

[0 0 3 1] 

7x7^5 0 4T I P7 Fl/X/^n — - -i yY^^-v h • :i— If (DiSBfa 
^oa- tf-tot^T 1 tf3^£ti£o I P7 Fl/X/^D-/7;i/ • -f 

y 5 1 0Tff#ii/^;i/«2 ttajt^ns^ iBHftK&v^-g-, {fmi^;nax 
r77°5i2t3is^ns, mmu^ntf o 3 ^— m.wo£-tsnz> 7° 

[0 0 3 2] 

:x— if— (Z)-7°n-kX©^-^ tiW^tttf-^tlfcT^-trX • 1 — ^ >p^tcfe^tl, 

^-tx^^orr^o 

[0 0 3 3] 
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5. £cd:77^;i43u u : e-hSMB77'fJh7^tx > if— ;^±THff lt 

l^X^'J^h^LT, if-A±T^lfTbT^£FTPif- A'^LT, 

xtA • b^;br?»if£U *KW^7T-r^fcT^-tzx-r-sT^Tco^r£$rf*tt 

[0 0 3 4] 

ows NTWa'Jf^ • ^;i/£3£fcU ffiSt^o b^U WMW i 
ndows NT^b— 7V >^ t^PS^T ; 5fflKi& < , SMfC * 

[0 0 3 5] 

— j&fc, Windows NT^k- A >7* •: /XfATtt, 3.— if— 
7°n-b^ (43 ctt/^-cDX b^ F) ^LTyXfA©UV-XC7^tXtl)' 

v ^um^±mmtM,t^n, ^twi^Dtxtw. sfc, windo 

[0 0 3 6] 

a.— if— j&*W i n d ows NTt^^-r^ >^ ■ bX^AbD^bbfg 

-TJ:c) \Z, $£&<D3-— if— • ^-7©77tX • h — ^ >10 0H UserA 
ndGroups7^-ib'102 £r"a tb Us e r AndGr oup s 7^- 
;i/M0 2H -fe+aUf^i^ -r^fe*., 0.-if-©fIEBJ43i;OTcD^-— 
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(D^/Jl—y" I D l 0 6 iz&^tz-t*^ U "rA f$£U^ (-fe^'J^V ID^fctt 

sid) i 0 — ^>ioofci*fc, ^(dzl— *f—izmv sxenfeft 

-f>^^x-X (API) ^ItyXrA • ^P7^^t5i*^^A5 
[0 0 3 7] 

^JC^^i^HJ^n, 09 jRl:^$n5«fc5C 4 ^yx^M 12^(?) 
*5«fctX, ^^J^tilMit&nfc > 1 0 0 $^7yx^ h . 

1 1 4 t:iftt^„ ^-r/^x^ b 1 1 2K^n^iw^#w-£>n£:#- 

• l/^jl/O-fe^xL'J^^fHMTl 1 6 £WU t7'yx^7 h • V^yt- 1 
1 4 t£"te 4 1 xl U "T" IBjZti^J 1 1 1 6*3<ktXl — 0 oma'Jr^ill 1 

Hffw# cj:o«sn. -mz atmiz) 7^txuix 

>h U— ©T^-feXtlfPUX h (ACL) 12 0m> §X>h'J-f:o^T 

or) -f>>^-^ -fe^rxLu^^iisij^ (s id) &£U7 2 j £7,m% 

1 8teh-^>l 0 O^Wa'Jr^ I D^cfctXyn^T. 1 1 0 fCfc 
oTSf$nfe7^ya> (Wk*l) 0M^*ACL 1 2 0rtOX>h'J-t 

fppj^nfrxL— if— s&ra^— r/KWux— a^isn, HfM© 
t ^ -tr 7; © 37 -f -ftfi-t cdxl— tf - * « ^^fp bj Bjtg^*-^, ^y^x^ 

hi 1 2 ^CDA> FJ^yutT, 1 1 0£M£*l£#i\ T^iz 



(24) 
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[0 0 3 8] 

J#^xl— ^f— 0 £ J: S^&^T ^t7TM©7 y "i JV • xf:/>?x^ 

ff T# £ T ^ ~> a > £$IJ|$1T £ =fc 7 ^-teXtif #CD^ ^ 77°^l#lfiT^ £ <h 

[0 0 3 9] 

-tr^^U^^fiS'J^l 1 6«£fc, yXfAACLJfefiSACL 12 1 
2k intilg$n§^^77^7>h • 7 7 x a >(: t J£ t § ^ ^ 7°£S 0 X 

• vx^teigS^n^^ftf^co^-T 7/£^rr o i^h'J-rtCDt + a'Jr^ I 

7/>? x^h ^CO* ^3A^-T i7 -fe X £W b & U iT 9 ;!/- 77° CD y< > A*— CO T 7 y Jl/ 
£ » # 3A 3 <h 7c O X # § cfc O \Z CO tf)V— -flfi&ttti 

TU&WM&^^T^&o ^C0 77r-r;y • ^7/^x^7 h fcHT^ S A C L 12 1 

«ktf«#&*T^ir;* • h^f-T5iSx> h U— Sr&tJ. -^co#^co^;y 
[0 0 4 0] 

ACL12011 (T^xomm^ftum^nrzmmzmi^T) tf)i-7° • 
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acli 2 0W:'JXh$nfcioox>h'j-H ^■©fficoW'&^tt r/f;v— 

y 3 J O ^ >A- fC^^x^ h 1 1 2^v©T^-kX^S : Rj-r^^\ ACL 12 

t^TCODENY (JBS) I>h'J~^ACL 1 2 OOtlffilCK^t'tJ; 
oT, 7° 24 X> h U— CD TDENY ALL (T^Tlgg) J JftflB^x 

y^-TS, ^cDfftfiS (arrangement) D >/t-©#^r 

Ji (ft T s - t #9! £> & & 3 5 o 

[0 0 4 1] 

T ^~fcXC7)^-f ^^fg^T^^^D \Z, %P?fttMAX I MUM_AL LOW 
erAndGroupsUX h^ACL 12 0 fa(D&X<D3i> b U— fcS^T 

[0 0 4 2] 
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&lAh-^>T&3 0 Mttit 1 ^>tt, &—<Dmft<Dh — l7>ifiZLtl?> 

OS I D^^bTT^-feX^fFnJbbT^^^Tfe, ruSE_FOR_ 
D E N Y ON L Yj p-gtlfz 1 ^ffc^It©^- If— £fcte^;i/— ^ 

UTT 5 £ "5 K: , fflffi^t h-^ >^t®IJi#f t+a 'J ID£WT£« 

I Dte^^rc^ h®AC LF fe gcDX> h U — £Jt&£:fl2>. 
[0 0 4 3] 

£o fcix.H LAN^LTSiLT^5a-tf-^©a-tf-©7°niz^ 

[0 0 4 4] 

M5. USE_FOR_DENY_ONLYt7-^Snf;WaUf^ I 

J-A IDtilt TDENY (#g§) j X>h'J-^ft5ACLH t^tb 
T7^t7«^n§ 0 #iJtbT, M#f h~^>12 4 (09) \H<D?)V 
— y^cD-fe^F^L U I D^USE_FOR_DENY_ONLYt?-^^n 
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LTV^ACL 1 2 0 ^tt^t^yi^ h 1 1 2^7^*b«fc"5<i:ti#.&«h 

I D(a^T7 ^-kX^^^tttl^^^V^ tKfeS.' b^U ACL 8 0^ 
M# £ ftfc ^ 7© 7 >Cibt^- ^DENYtlT'JX h IT 

£ ^ t> s T t -t x « i f pj $ n & ^ >. 

[0 0 4 5] 

US E F O R D E NY ON LYt"7 — ^T5<= 

[0 0 4 6] 

7t^jk K7 7^^ fil77^ ;i/-\TX-fex^ff pbf£> rh^y°-> 
-PUy Y\ sid, r«i®j s i d, t^mj s i D^&a^or 

ZL— 9 s -X^ff#Ml/^;i/0T-g)ofeil'&, J--f-X©It© 1 X>^M£ 

n, -^^{c«n^r-->3 >K:*^£Mte7^ 0 b/^U fa jKWS;H 
h77*- X by h S I D\Z, ZL—tf—XtDTZIzX • h — # ><£>^TUS E 
_FOR_DENY_ONL Yf?-7^tl5o If $Ib^;i/ 2 "Ctt, h 

• i/—9Vv hS I D^tXttMSS I D0M^USE_FOR_DENY 
_ONLYiV-7$tl, b^JV3TH h y ~f • is— 9 Vv h S I D, 

ttHSS I D*i«MS I D^US E FOR DENY ONLYtY-i' 

t^a'Jr^ I DM©t7yx7 hOACL^Tli TDENYj <h 
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^Z£\Z&MZtLfz^o ZZlZ, :0USE_FOR_DENY_ONLYt + 
[0 0 4 7] 

h — ^>Sft5a-f- ^l— If-^P— • x^>> 6 0 tliil^tl 
[0 0 4 8] 

SSB * & Rf-^/N y 5> a. if b T £g£ $ nfc#*t * jfi tiW? £ £ <fc o T 

KS'j-rsfcs&otffSi^tr^^^^s. erne &grrs<fc "SK, h-^>^M 

U-tMbttkt^nSo If^bt, ££^fc£fMI&tf#S I Dte TRASJ £ 
JfJtU ^ntioT, t7yx^hOACL^ TRASj I>h'J-^fb& 

[0 0 4 9] 
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(DWWlfcyj— )V F 1 2 2 t:I^n, *^fcioT, ^nW7^vH>* 

— If— £fcte^;i/— :/) ^S^ViTjlfR6^^7^-feJA^fpBjTf^^o D 
[0 0 5 0] 

HCD&fHS, OL— if— ^0f^CDn-ir— V3 >fr*>Mff SrffBl^nTViSHih* 

fjtbx^ □— • vy>i:iiLT^i>a- if— «i/^;i/0 cD'ff#H4, -f> 

ibt^-sa- tf-tel/^;i/2©lfjjg'|4, *3^0J&B#itcDny-v3 >£fc« 
fpRj^nTV^j:Vi«M#-^^^SicbTV^^L— If— ttl/^;i/3CD{fffi'i4T&<5> 

«\ a.— if — <Z) I P7F U7,fr<b$£fr&) ^tlfcXo \Z) , 0 ^ £ 3 

[0 0 5 1 ] 
[*2] 



0 
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±%-=l y t- >f • =i h f*j t? <d ffl m 



3. — if — -f^T^S I D^ftc^t VXMftnlMtltf, 
:f L V ^ (BO 1$ tt £ = V"? 1 h c^tc -e^-^< U— is a > % 
5 o 



ir^;* Mi, fcijtf*. £M*5«fc T*WSE£ tufc^ — If — * t' — j£ 
CD A £r <?> V t\ US E FOR DENY ONLYtfy h %: 

mm itt^tos i D&mm^*iffei£ti:o tv> & 0 t^t© 



[0 0 5 2] 

JRfeO) b-?>frt>Mmtt% b — ?>&ft]&T2>rzlsb\Z, NtFi 1 terT 
o k e n t«#lt^nfe7^U ^r— ->a > • ^D^75>^ • >^-7i-X 

(api) «sn, *ort§«^©^D'e*5. 

[0 0 5 3] 

[H3] 

NTSTATUS 

NtFi IterToken ( 

IN HANDLE ExistingTokenHandle, 

IN UL0NG Flags, 

IN PT0KEN_GR0UP SideToDi sable OPTIONAL. 
IN PTOKEN_PRIVILEGS Privi legeToDelete OPTIONAL, 
IN PT0KEN_GR0UP Restr ictingSids OPTIONAL, 
OUT PHANDLE NewTokenHand I e 

); 



[0 0 5 4] 

NtFi 1 terToken AP HI CreateRes tr icted 
TokeniM(tetlf;Win3 2 APIOT^y^n, Create 
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Res tr ic tedToke n <D\Hm\^A<D £43 9 T$>£ 0 
[0 0 5 5] 
[g4] 



WINADVAPI 
BOOL 

APIENTRY 

CreateRestrictedToken ( 

IN HANDLE Exist ingTokenHandle, 

IN DWORD Flags, 

IN DWORD DisableSidCount, 

IN PSID_AND_ATTRIBUTES SidsToDisable OPTIONAL, 
IN DWORD DeletePrivilegeCount, 

IN PLUID__AND_ATTRIBUTES PrivilegesToDelete OPTIONAL, 

IN DWORD RestrictedSidCount, 

IN PS I D_AND_ATTR I BUTE S SidsToRestrict OPTIONAL, 
OUT PHANDLE NewTokenHandle 
) ; 



[0 0 5 6] 

0 8*j;^bi lo — ii izm^zntz^oiz, zn^<DAP i 1 2 6\z#mis 

Tlil, fWBB##"rfeiWIS^:b7?feK^F©l — ^>10 0£<hD, «£tifc 

7,^>X^p-r 5»#JW#£AtffWIK#£ 1 — ^>£>ft5tte, P a r e n t To 
kenld, RestrictedSidCount, :fcJ;tfR e s t r i c t 
e d S ids © 3 ^Of b ^ — ;i/ F (^CD^T^T^$tXT</^) 

o 

[0 0 5 7] 
[S5] 
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Tvoede f s t ruct TOKEN ( 












T0KEN_SOURCE TokenSource; 


// 


Ro: 


16-Bytes 




LUID Tokenld; 


// 


Ro : 


8< 


-Bytes 




LUID Authentication^; 


// 


Ro : 


8- 


-Bytes 




UJTD PaxentTokenld ; 


// 


Ro: 




-Bvtes 




LARGE^INTEGER ExpirationTime; 


// 


Ro : 


8 


-Bytes 




LUID Modifiedld; 


// 


Wr : 


8« 


-Bytes 




ULONG UserAndGr oupCount ; 


// 


Ro: 


4- 


-Bytes 




ULONG RestrictedSldCount ; 


// 


Ro: 


4 


-Bytes 




ULONG PrivilegeCount ; 


// 


Ro: 


4- 


-Bytes 




ULONG VariableLength; 


// 


Ro: 


4 


-Bytes 




ULONG DynamicCharged; 


// 


Ro: 


4 


-Bytes 




ULONG DynamicAvailable; 


// 


Wr : 


4< 


-Bytes 


(Mod) 


ULONG DefaultOwner Index ; 


// 


Wr : 


4- 


-Bytes 


(Mod) 


PSID_AND_ATTRIBUTES UserAndGroups; 


// 


Wr: 


4 


-Bytes 


(Mod) 


PSID^AND^ATTHIBUTES Res trie tedSids ; 


// 


Ro: 


4 


-Bytes 




PSID Pr imaryGroup ; 


// 


Wr : 


4 


-Bytes 


(Mod) 


PLU I D_AND_ATT RI BUTE S Privileges; 


// 


Wr : 


4 


-Bytes 


(Mod) 


PULONG DynamicPart; 


// 


Wr : 


4 


-Bytes 


(Mod) 


PACL DefaultDacl; 


// 


Wr: 


4 


-Bytes 


(Mod) 


TOKEN TYPE TokenType; 




Ro : 


1 


-Byte 




• 
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SECURITY_IMPERSONATION_LEVEL 












ImpersonationLevel ; 


m J 

// 


Ro : 


1- 


-Byte 




UCHAR TokenFlags; 


// 


Ro : 


4« 


-Bytes 




BOOLEAN TokenlnUse; 


// 


Wr : 


1- 


-Byte 




PSECURITYJTOKEN_PROXY_DATA ProxyData; 


// 


Ro : 


4- 


-Bytes 




PSECURITY_TOKEN_AUDIT__DATA AuditData; 


// 


Ro : 


4- 


-Bytes 




ULONG VariablePart; 


// 


Wr: 


4« 


-Bytes 


(Mod) 


} TOKEN, * PTOKEN; 













[0 0 5 9] 

If© (fWKl&L(£>) b — #>&C r°e a t e To k e n API §^bT^ 
Jj££tl-2>i^ RestrictedSids ~7 4 — ;i/Ft>P a r e n t To k 
e n I d ~7 4 — Jl \ i hQ~C&%> Z. hlZ&M'^tlfz.^o 
[0 0 6 0] 

#>&XS/&TcUAt}~7 4 -;i/H(Dlf#^#-5 CreateRestricted 
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Token API ^PWHHU :n«N tFilterToken API* 
M&lz.fsLW}'? 2> * M 1 0 OTsf-v^l 0 0 0 <DW®lZ7ikT<k5 NtFi 1 t 
er Token APIlt D I S A B L E_MAX_S I D S t^tttf Ztlfz 

7 7^K€3nt^5!i^'5**fx5'j't5, :077m ifuv^ maps 

S E_FOR_DENY_ONLYt7-^$nT^ttniife^l^t^ 

U 7ry^l 0 0 2 TW:§tL^ h — 7 > 1 2 4 |*J07*;i/— 7° • ■fe^iUTV I 
D<D&*\Z"D\t*T* USE_FOR_DENY_ONLY*Stt*y h£t8!J£t" 

[0 0 6 1 ] 

D I S A B L E MAX S I D S V 7 tfWfSLfeZ tlT^&^ift-a, 7f»;7' 

1 0 0 0li7T7 7°l 0 0 4i:Mb, NtFi 1 terToken API© 
SidsToDi sable 7^ — ;i/ I* f*g £ -fe 3r :i U 5V I D jWHBU £ U * h£ 
lW^/5^'^^f7 bt5. HI O07fy7*l 0 0 4T^$Hfcj;5H> 
T^v-a >0S idsToDi sable \J]~7 4 — ;W H J&*#£Ef £ <h €T , 7r 
771 0 0 6 ^:CU7 h$n, fth-7 >1 OOOUs e rAn 

d G r o u p s 7j—)Vb 10 2 \H\Z fe#ft-T^{i^0-tz^i U T'-f I Dtt, ff 
b^0jPS#^ h — 7> 1 2 40U s e rAndGroups 7^ — )V F 1 2 8 ft 
tUSE_FOR_DENY_ONLYttTWJC7-^$n^. ±fBO«fc'5 

D te, NtFi 1 terToken AP I 1 2 60S i d sToD i s ab 1 
eXtsy 4 -)Vbmz^)V~y" 2 ^^^ : T4 ID^tSitCJ:?], MPS 
## h — 7> 1 2 4ftTTSE_FOR_DENY_ONLYtLTY-^$tl 

2) o 
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[0 0 6 2] 

7 4 )l7 • 7°n-tzX«OViTH 1 0 07T77°1 010 \ZM&, Z ^TiiD I 

S A B L E MA X P R I V I LEDGE S <b£#tt £ tlfz 7 7 b£ 

^5. ^CD7^^«|WJt«t, ffEV^ $iJEB## 1 ^> 1 2 4F*3(D-r^T©ift«l 

£5 tl£5t$*lfcit-g\ Xf7 7°l 0 1 0U7^-y7°l 0 1 2 tC^KU 7=rv 
7101 2Tttffb^h-^>l 2 4^S-T^TO#li^ , iJP^$tl^o 
[0 0 6 3] 

7 7^fgSnTt^j;^«^ 1 X^yZfl 0 1 0«X^^7/1 0 1 4tM 
U £ ^TJ^^^a >®P rivilegesToDelete — )V Fifi 
mm^tl^o NtFi IterToken API 12 6 tfmXntz £ £ \Z&& 
T 7f7 7°l 0 1 6t\ o©A*7^-JVFil'J7hSn, 

coh — ^>i o 0©ij#li7^-;i/F l o 8tife#St^Mo#iH §Tbuh 

-^>i2 4©#i7^-ji/Hi 3 0^effliji;ij^n^. msizTFznrzM 

mm 2 l r#«| m j tLT^$nfc#IH NtFi l t e r To k 

en API 1260Pr i vi legesToDelet e Ail 7 4 — )V H fa 

id£ns©#*t£ft5rrs;i££.£oT> $Tb^ ] — ^ > 1 2 4©#*f 

F 1 3 0^6giJR££nTV>§o ±IS© J: -5 tc^BJcD 1 ^©i^c £n«\ Zfi 

1 1 ©7T7 7°1 0 2 0 \zm<o 
[0 0 6 4] 

WStt^ h — ^ > l 2 4i&Mt5itH, 7f7 7°l 0 2 OTRe s t r i 
c t i n g S i d s Xts 7 4 —)V H \H\Z S I D^Mbt^fci^ HI — ^> 

1 — ^>T*§^H^^^MbT^^ff^n^>c API, IsTokenRe 
s t r i c t e d*Uf7 7°l 0 2 2TPWffi£*U IS1 — ^7>©R e s t r i 
ct ingSids7^ —)V H £ (NtQuerylnformationTo 
ken API^tLT) M^bT^tl^NUL LT/i^/i^^^^litS Z 
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1 — ^7>T$.D, APIttTRUE (jH) SrM-To 
ofc*§£\ Ih-^>ttIf©h-^>T^DAP IttFALSE (ft) ?:St 
o KXry^l 0 2 6Sfcttl 0 2 80fcfeH, h — * >g#tefWI&ftf#*e* 

*5j;^/SfcttUSE_FOR_DENY_ONLY SIDSWi^) « 

> fHi&# # -vfe v> t b tii $ ns Bitgtt^s « - <t tai $ ^ c 

[0 0 6 5] 

Xf7^1 0 2 4X11 HI ^>#Wg##T&£*£\ XrvZfl 0 2 4 

U7^y7°l 0 2 6 1:^1, Xfy^l 0 2 6tlt HI ^ >(Dr|j!lBt##-fc 

^oJJtV I D7^-J!/Fi, AP I OilS^t + a'Jf^ I DA* 'J ^ H <£> 
K a. IDIi, ffb^l ^> 1 2 4CO0Ji©##-fe+3. 

J- 4 I D7^-JPF 13 2 l^^&S^a'Jf^ I D ^jlftOT-S <H ch^lSlh b 

c Xf7 7°l 0 2 6T«t+aUfY I D Wofc*^ < 

<hfc 1 O00JPM##S I D%mi^^h-2 >fa(Djr,(Dh-2 >frZmi0£;Z>f££ 

[0 0 6 6] 

$>£V>&, Xt7 7°1 0 2 4Tllh-^>^a^c7) 1 — /7>7:$,§<h¥iJff^n 
7t7 7'1 0 2 8 TrUfb^ h — ? /I 24©Re s t r i c t i ngS 
i d s 7 4— 1 3 2 teA*^ — JU FftfcU X h £ tl/r fecmclSjt^ tl£o 

^ «M ^> £ fiz> z\ t. iz&M £ tifc 

[0 0 6 7] 
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MWZ, 7.7- y -7 1 0 3 0 fc^fr $tl> ^T$tE^1 ^>124[^OPa 

rentTokenId9 3 teUE#© (H) h — ^><£>To k e n I dfc&JtS 

[0 0 6 8] 

#(cigi 2~ i A&m&vxifmmcowswommizm&t, mi 2\z^^n 

7 7^^' Or-fV^Z Ml 0 ZMZ\? i^T^§, ^-y^x^7 hi 12®t 
U 5V f3jz!r?l*l til ACL 1 2 0ttf:l:>J7 hSnfc^<0t*a'Jf 

V) /m^Th&T Z J £7&7Kh. TSYNCJ \$mM4tT7 J t7tfffvI£nT^Z> 
ZLi^^fo moim&U TX J ones J fim'nJZnrctflP-T'faO* 
^y^^L-TT^-feX^fFBj$tlT^^)«-&7: : fo, TXJonesj 

jg#&t£>ftfc£<z> h— & y 1 2 4 ^wr^n-trx 9 4U, u©x>hu- \z r 

DENYj (T^to'fe, US E F O R D E N Y O N L Y) <hV— ^$t!T 

V><5fc&, h — ^> 1 2 4|*]CD r/t7^7 — ;VJ t^a'Jf^ I DS^ET 

[0 0 6 9] 

mi 2\zmznT^z>£oiz, M#tt*a'jf^ o^Miiin 

Windows NT*-^"eig$tl5. t7yx^ M 1 2^07^t 
Xett^SfeftlC, 7°nt^ 1 3 4ttt7yx^ h • t - 114!:, 7^ 

0^^7°^IftT5 (HI 4, 7t77°1 4 0 0) o ^"^^x^ h • V^^^r — 

I 1 4«^n^JS^ : ET, T^^rvrfl 4 0 2 K:^$tl7t£5^ -fe + xL U *8 

II 18 t^HETtitgE, h — ^ y 1 2 4^CU 7. h Ztltz (7°U-\z7 13 4 
tia#^6tlt^§) ^L—tf-&£U7)l-Z? • -fe+a. U 5^ IDSrACLl 
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[0 0 7 0] 

Xf7^1 4 1 4T7^t7*I§t5. t^U 7f77°1 4 0 4-C7^t^ 
• ^ a: y ^ Oa.-if-g|5^*5 cfc n^f)l- 7ffift<Dm%:i!>m vl^Htfe T 7 ^> -fe X £^ 

tt+a'Jf-/ ID^lrt^i^ ^ViT7fy^l 4 0 8C t fcoT, MPS 
^WaUf^ I D^ACL 1 2 0 F*J<DX> h U — tJtlSif & £ £ £ i^T, 
fg 2 CD 7 ^ -tr X • ^I7i7^ff$n5. 7r-y7°l 4 1 0 XZ. CDfg 2 (D7 &*z. 

7/1 4 1 2TfpnJ$tl§ 0 7 ^-fe X y 7° 1 4 1 4 7?Jgg 

[0 0 7 1 ] 

mi stiWEitj;^;- i — 2 4cD4>^$ijis#^-fe^^u-x^ i 

D j&tfiFSET 5 £ €T teV^T , 2 £> "rX b & ZL <D cfc 5 f-Ufi 1 $ tl5 e 

b — ?>l 2 4F*JCD"te=^U^ I D&££J^TMcD7^-tX • fcfy M 3 6 
7yx^M 1 2cD-fe^zLU^^f5j?£ J ?^^bT#«-rs^i:^J:oT, SS<Z) 
T^-feX-^Xh (fyhriOAND) *5 J:OTJK5#^"fe+xL U 5V I D ©7 

• 7X h(Z)M7j«, T/n^X/^OrtT/^x^ h ^(D7 5 -feX £fF nj£ tl 
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a'Jf^ I Dj&*fcV>fc«>, SfcttACLI>h'J-^ii, 5 -fe 3^ 

##S I D©^CDffi^#-r^)i;^ ^tffj&U fct.XU. MA OR GfflB A 

ic * # -5 & & 5 = 

[0 0 7 2] 

£ © «fc 5 Bl 1 2lZ7jkZ*lfzM°V\Z. b-^>124 (7^-^Fl3 2) 

©«ois##s i THDfrw h>$—^v h - ji^xy'u-^] %mm-t%— 77, 

jr-y-jx.? hcoACL i 2 ofoiznttfoTzmmtt^s i Dtffe^rz®. mi 2 

tl&^ = a— If— teilflf© h — 2 >TitTt5 7 0 n-t!X^lTt7yx7 
77tXtSi|fJ^bT^fc^ 7Dt794ttACLftl; ^>^yb 
•X^X7°n-^j SID (#DENY) Sft5t^i^h©*C7^t^ 

[0 0 7 3] 

77-feX0^i'7^^tl)f^D{C, %«?f«$nfcMAX I MUM_ 
ALLOWED77t7>W^i^ c:ntCj;oT±BBO<fc "5 7JWJX 

h-^>T\ i -oTfcffit©^ 7°(D3-—*f— • • 7 z 

n, fg2©HfT«R estrictedSidsUX hSfiyi'tS. -©J: 
51:LT, IJi#f h — ^ Miillt© 7 f7 x £ D ^ * tz \tm ^^7^± 

[0 0 7 4] 
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— x^7^txL^5 ttT^§7°ntx (fctAtt*?i'^nv7 h • x^-fe;i/ 

[0 0 7 5] 

P'O OIL 

*ftw<D—t&m\z<kn&* ^^^T>b^-^zmmvx^^>^. if- a 

T^CDX— -tf— (DttltXD b — ?>%:MmTZ>o tzt7L\£m 1 5:fcJ;tfl 6 

ntv^i^s:, «k<*pe.nfc^-r ^©bse (w^ntlm) 

T > h • X— If 2 0 0 tex-lf- I D £^tf Kffi 2 0 2 ^^-/t 2 0 4 \zm& b 
, t-A2 0 4«ifc^TKpW > • "U--A2 0 6 <hil«bTX— tf — ©Uf^f-ffc^ 

1 5 tcS$nfc«t'5tC, if— A 2 0 4U^(D'M.m%?7^7> h 2 0 2 fcKU 

[0 0 7 6] 

A/7d;H^2 1 0 i:J;oTD^r-ya >tit#S2 0 8 iffi^t)ii^tl, JMPS 

h • 77°n-fe7;2 1 6 CDfcJ&fclf— A* 2 0 4 7?^ff $ tlT #7°D-feX 
[0 0 7 7] 

01 7 33cktf 1 St^tlfci-Sfc, KerberosT/D h r3;i/£^trtffi<£> 
BK7*D hnjl'feSfc^t^Cfffl'etS. Kerberos7a h^jl/f; 
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ctnfcf, it— A* 2 2 O^OSlttOKtEtt^y h 2 2 2 LTiiJ5g£tl£o ^ 
^r^h2 2 2tt, «i5J«4 1 -@2*-k>^ (KDC) 2 2 6 t LTftJ StlTV^^ 
y h7- £?±<D9-try hMf HHItf* £ # y^f 7 > h 2 2 4 t iot§it$5tl5 

o =f->Tv V 2 2 2ttLfcf£<©raB^JSBlfllT&9, :W:ioTi!r>3>^ 

0 teEISE 7° P -fe X £ m 0 jIT<&M V > . 
[0 0 7 8] 

-e^tdfB^nfeMIS^^tP) h 2 2 2 faCD'Iffgte, it- A© "fe 3r ^ U "X >f 

• ity • J/7tA/^d;H^2 2 8 IlioTa-f-On^r-i/g >«?g 2 3 

o iia^-a-^-arsn, fwis##i — ^>2 3 fwis#^h-^>2 

3 2«ffi^C0^^-TT>h • 7°OtX 2 3 6 it— A 2 2 0 fcfeHTHfr 

sntt^ft^ot^ 234 <hiia#ttsn-5o 

[0 0 7 9] 

[WJtSM 1 9 43«fctf 2 0 teu S S L<hbTa£ftTV>5BiJ©tB3E:/n h^M 

gt 0 sslth zy^yy v • 2 4 orast^BB^—KS^fcKiE 

LTfiEBJ 2 4 6 ^6KK I D 2 4 2 it— A 2 4 8 ^IIMP 2 4 

6 £{f#JiLTl^<M£^bT, ^7^f7>h • P--if 2 4 0 ttflEHJ I D 2 4 2 £ 
^fflbTit— A 2 4 8^©7^t7S#5. 121 1 9 CgSllfc 5 iC, it— A 2 
48^:^7^7>h 2 4 0 ©PfflfC^cDjUf ^jgJl'O , ;m£^LTit-A« £ 
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